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RATIONALE
For our Trust’s vision of “success and happiness for every child” to be achieved, it is of central importance
that we strive to provide an environment for all that is safe both physically and emotionally and is free from
bullying.
Bullying can be defined as ‘behaviour by an individual or a group, repeated over time that
intentionally hurts another individual either physically or emotionally’. (Preventing and tackling
bullying, DfE, 2017).
This policy is based on DfE guidance Preventing and Tackling Bullying (2017) and supporting documents.
It also considers the DfE statutory guidance Keeping Children Safe in Education (2021) and has due regard
to legislation and guidance, including, but not limited to, the following:

















Public Order Act 1986
Malicious Communications Act 1988
Children Act 1989
Protection from Harassment Act 1997
Human Rights Act 1998
Crime and Disorder Act 1998
Communications Act 2003
The Education and Inspections Act 2006
The Equality Act 2010
Education Act 2011
The Education Regulations 2014
Working Together to Safeguard Children 2018
Children and Families Act 2019, Part 3
Ditch the Label Annual Bullying Survey 2020
Keeping Children Safe in Education 2021
Special Educational Needs and Disabilities (SEND) Code of Practice.

This policy aims to reduce and prevent bullying in and around the academy and to make the academy a
safe, secure and caring environment. It is important to make the victims of bullying aware that there is
help and support available and that they should not suffer in silence as any form of bullying will not be
tolerated.
The academy recognises that all forms of bullying, especially if left unaddressed, can have a devastating
effect on individuals; it can create a barrier to learning and have serious consequences for mental
wellbeing. Bullying does not only affect an individual during childhood but can have a lasting effect on
their lives well into adulthood. By effectively preventing and tackling bullying, our academy can help to
create a safe and disciplined environment, where pupils are able to learn and fulfil their potential.
Therefore, to protect the rights of all pupils and to ensure that they have a safe and secure learning
environment, the academy will continuously work towards preventing acts of bullying, harassment, and
other forms of aggression and violence as these behaviours are unacceptable and interfere with both our
ability to educate pupils and their ability to learn. The staff at the academy will follow the anti-bullying
guidelines laid out in this policy. This will enable staff to:



identify pupils displaying unacceptable behaviour and know how to support them in order that they
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develop the necessary skills to participate in the academy community effectively and positively; and
keep all other pupils safe, happy and confident.

The academy has a system of rewards which aims to motivate and encourage pupils as well as helping
to build individual self-confidence and self-esteem. The academy values everyone’s unique contribution
to our community.
The academy recognises that some members of our community may be more vulnerable to bullying and
its impact than others; this may include children with SEND. Being aware of this will help to develop
effective strategies to prevent bullying from happening and provide appropriate support, if required.
Everyone has a responsibility for safeguarding and promoting the well-being of pupils and all staff have
a duty of care, to ensure our pupils are protected from harm.

RESPONSIBILITIES
The Principal is ultimately responsible for the well-being of all pupils and staff. They are responsible for
communicating this policy to the academy community; ensuring that disciplinary measures are applied
fairly, consistently and reasonably; and that a member of the senior leadership team has been identified
to oversee the well-being of pupils.
The Principal has the primary responsibility for ensuring pupils know bullying is wrong and that it will not
be tolerated. This is undertaken in a variety of ways, including through whole academy assemblies, the
PSHCE curriculum and when dealing with specific incidences of inappropriate behaviour.
The Principal has specific responsibility for developing a culture of mutual support and praise, thus making
bullying less likely. When pupils feel they are important and belong to a friendly and welcoming academy,
bullying is far less likely to be part of their behaviour.
The Principal reviews this policy and suggests amendments to the Trust Safeguarding Lead, taking into
account new legislation and government guidance, and using staff experience of dealing with bullying
incidents in the previous year to improve procedures.

The Local Academy Council require the Principal to keep full and accurate records of all incidents of
bullying, together with the action taken.
The Principal retains responsibility for reviewing the effectiveness of anti-bullying strategies and together
with the Governors, reviews this policy on an annual basis.

All staff have the following responsibilities:
 Be alert to any potential incident of bullying and intervene when instances are noticed.
 Minor incidents of disagreement should be quickly addressed by form tutors/subject teachers.
 Incidents that potentially constitute bullying should be logged immediately on the school’s reporting
system.

Parents and carers have the following responsibilities:
 To support the academy’s anti-bullying policy and to actively encourage their child to be a positive
member of the academy community.
 Parents who are concerned that their child might be being bullied, or who suspect that their child may
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be the perpetrator of bullying, should contact the academy immediately. Parents should not post such
concerns on social media.

Pupils have the following responsibilities:
 To be a positive member of the academy and its community.
 Inform a member of staff that bullying is happening.
 Ensure previous victims of bullying are not isolated from groups of friends.
 Encourage the victim of bullying to join in activities and groups.
 Discuss and consider bullying issues in lessons and tutor time.

DEFINITION OF BULLYING
Bullying can be defined as ‘behaviour by an individual or a group, repeated over time that
intentionally hurts another individual either physically or emotionally’. (Preventing and tackling
bullying, DfE, 2017).
Bullying is unwanted, aggressive behaviour by someone who deliberately sets out to hurt another
person(s) on more than one occasion.
The key factors in defining bullying are as follows:




when one or more people physically, emotionally or psychologically cause hurt and harm to a person
who is in a weaker position;
characterised by repeat behaviour often a series of different incidents over a period of time or has the
potential to happen more than once; and
is also symptomatic of a real or perceived imbalance of power between the person(s) doing the
bullying and the person(s) being bullied to control or harm them. Power imbalance can change over
time and in different situations, even if they involve the same people.

TYPES OF BULLYING
Physical bullying includes hitting, kicking, tripping, pinching and pushing or damaging property. Physical
bullying causes both short term and long-term damage.
Verbal bullying includes name calling, insults, teasing, intimidation, homophobic or racist remarks, or
verbal abuse. Whilst might appear to start off as harmless, it can escalate to levels which start to affect
the individual target. (Ditch the Label 2020 statistics – 86% of responders experienced this form of
bullying).
Social bullying, sometimes referred to as covert/indirect bullying, is harder to recognise and can be
carried out behind the bullied person’s back. It is designed to harm someone’s social reputation and/or
cause humiliation. Social bullying can include:



lying and spreading rumours (Ditch the Label 2020 statistics – 54% of responders experienced this
form of bullying);
encouraging others to socially exclude someone (Ditch the Label 2020 statistics – 89% of responders
experienced this form of bullying);
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negative facial or physical gestures, menacing or contemptuous looks; and
damaging someone’s social reputation or social acceptance.

False friendships: sometimes bullying isn’t as straightforward as someone openly being horrible to
another person. It can be much more complicated than that. False friendship is where someone pretends
to be a friend or is a ‘friend’ sometimes but uses their power to bully the other person.
Prejudiced behaviour: the term prejudice-based bullying refers to a range of hurtful behaviour, physical
or emotional or both, which causes someone to feel powerless, excluded or marginalised, and which is
connected with prejudices around belonging, identity and equality in wider society – in particular,
prejudices to do with disabilities and special educational needs, ethnicity, cultural and religious
backgrounds, gender, home life (for example in relation to issues of care, parental occupation, poverty
and social class) and sexual identity (homosexual, bisexual, transexual).
Homophobic/Biphobic bullying because of a person’s actual or perceived sexual orientation. People
may be the target of this type of bullying because of their appearance, behaviour, physical traits or
because they have friends or family who are lesbian, gay, bisexual, transgender, or questioning or
possibly just because they are seen as being different.
Identity based bullying: children and young people are too often bullied because of their (or family and
friends’) race, faith, gender, disability, sexual orientation or trans status, irrespective of whether those
differences are real or perceived. All academies have to show due regard to the Public Sector Equality
Duty (PSED). This means our academy will actively consider this duty when reviewing evidence of
bullying to ensure that efforts to prevent and tackle discriminatory bullying are targeted and effective. The
PSED covers those with ‘relevant protected characteristics’.
Racist bullying: bullying another person based on their ethnic background, religion or skin colour. Racist
bullying is a criminal offence under the Crime and Disorder Act 1998 and Public Order Act 1986.
SEND bullying: disabled children, those with SEN, or students who have friends or family who are
disabled or have special educational needs, are more likely to experience bullying in school.
Sexist bullying: bullying based on sexist attitudes expressed in a way to demean, intimidate or harm
another person because of their sex or gender. Sexist bullying may sometimes be characterised by
inappropriate sexual behaviours.
Sexual bullying: bullying behaviour that has a physical, psychological, verbal or non-verbal sexual
dimension/dynamic that subordinates, humiliates or intimidates another person. This is commonly
underpinned by sexist attitudes or gender stereotypes.
Transphobic bullying is bullying based on prejudice or negative attitudes, views or beliefs about trans
people. Transphobic bullying affects young people who are trans, or because they have friends or family
who are, but can also affect those questioning their gender identity as well as pupils who are not trans but
do not conform to gender stereotypes.
Hate Crime: there is no legal definition of a hate crime. However, the police and the Crown Prosecution
Service have an agreed definition of hate crime as:
Any criminal offence which is perceived by the victim or any other person, to be motivated by hostility
or prejudice based on a person’s race or perceived race; religion or perceived religion; sexual
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orientation or perceived sexual orientation; disability or perceived disability and any crime motivated
by hostility or prejudice against a person who is transgender or perceived to be transgender.

DEFINITION OF CYBER-BULLYING
‘Cyber-bullying is an aggressive, intentional act carried out by a group or individual using electronic
forms of contact repeatedly over time against a victim who cannot easily defend him or herself.’ (An
Investigation into Cyber-bullying, DfE, 2006).
Cyber-bullying is the use of technology such as mobile phones, email, chat rooms or social media sites
such as Facebook and Twitter to harass, threaten, embarrass, intimidate or target someone. Unlike
physical bullying, cyber-bullying can often be difficult to track as the cyber-bully (the person responsible
for the acts of cyber-bullying) can remain anonymous when threatening others online, encouraging them
to behave more aggressively than they might face-to-face. The police do, however, have the powers and
the technology to trace IP addresses and when, where and how inappropriate messages are sent.
The academy will act wherever possible to support pupils who are victims of cyber-bullying. In cases
where cyber-bullying occurs while pupils are outside the academy’s direct supervision, the Principal may
exercise powers granted by the Education and Inspections Act 2006 that enables them to police cyberbullying carried out by pupils even at home:
‘The headteacher may, to such extent as is reasonable, include measures to be taken with a view
to regulating the conduct of pupils at a time when they are not on the premises of the school and
are not under the lawful control or charge of a member of the staff of the school.’ (Education and
Inspections Act, 2006: section 90-1).
There are criminal laws that can apply in terms of harassment and threatening and menacing
communications. The Principal may contact the police if they believe the law has been broken.
Appendices 1-4 of this policy provide useful information for both parents and pupils.

TYPES OF CYBER-BULLYING
The Ditch the Label annual bullying survey 2020 found that 1:4 young people now have anticipatory
anxiety about being abused online. This could take the form of:
Flaming/trolling: online fights usually through emails, instant messaging or chat rooms where angry and
rude comments are exchanged. The aim of flaming is to cause reactions and people often get enjoyment
from the victim’s distress.
Catfishing: creating fake profiles on social network sites, apps and online.
Denigration: putting unkind online messages through email, instant messaging, chat rooms, or website
set up to make fun of someone.
Exclusion: intentionally leaving someone out of the group such as instant messaging, friend sites, or
other online group activities. This is a form of indirect bullying.
Outing/exposing: sharing or coaxing someone into revealing secrets online including private information,
pictures and videos. Usually involves screenshotting and forwarding to others.
Trickery: tricking someone into revealing personal information then sharing it with others.
Impersonation: pretending to be someone else when sending or posting mean or false messages online.
Harassment: repeatedly sending malicious messages to someone online.
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Cyber-stalking: repeated messages that include threats of harm, harassment, intimidation or engaging
in other online activities that make a person afraid for their safety.
Online sexual harassment: sending unwanted images or messages of a sexual content. This could
include trying to persuade someone into returning images of themselves and/or doing something they are
not comfortable with.
Conducting an internet poll about the victim: questions in the poll may vary.
Sending viruses, spyware or hacking programs to the victim in order to spy on the victim or control
their computer remotely.
Using a camera phone to video and later share a bullying incident; downloading a video of something
humiliating and posting it to YouTube in order to allow for a larger audience to view the incident; sharing
a video via mass e-mail or text messaging to humiliate and embarrass the victim.
Creating an incident that causes another person to become upset or emotional and then record the
incident. This type of activity is often referred to as cyberbaiting.
Engaging in subtweeting or vaguebooking: posting tweets or facebook posts that never mention the
victim’s name, yet the victim, the bully and often a larger audience know who the posts are referencing.
Using subtle posts and tweets to fuel the rumour mill while avoiding detection by teachers,
administrators and parents.

SIGNS OF BULLYING
Some of the signs that a pupil may be a victim of bullying include, but are not limited to, the following:



















Being frightened to travel to or from academy
Asking to be driven to academy
Unwillingness to attend academy
Truancy
Becoming anxious or lacking confidence
Saying that they feel ill in the morning
Decreased involvement in academy work
Returning home with torn clothes or damaged possessions
Missing possessions
Missing dinner money
Asking for extra money or stealing
Cuts or bruises
Lack of appetite
Unwillingness to use the internet or mobile devices
Becoming agitated when receiving calls or text messages
Lack of eye contact
Becoming short tempered
Change in behaviour and attitude at home

PRINCIPLES
The academy will:


Adopt a multi-strand approach to preventing and tackling bullying: proactive strategies, peer support
strategies and reactive strategies.



Adopt a definition of bullying that is understood across the academy and with stakeholders.



Have a consistent approach to any bullying incidents that occur.
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Raise awareness of bullying and promote positive relationships based on mutual respect.



Seek to involve all stakeholders in the implementation and monitoring of this policy.



Promote positive action to prevent bullying through our curriculum and enrichment activities.



Provide support for all members of the academy community that may be involved in dealing with
an incident of bullying.



Provide appropriate training for both staff and students to support the implementation of the policy
across the academy.



Ensure fair treatment for all, regardless of age, culture, disability, gender, religion or sexuality, and
encourage understanding and tolerance of different social, religious and cultural backgrounds.



Address with anyone involved with bullying, their problematic behaviour in a fair and firm manner
in line with the academy’s Behaviour Management Policy, providing support to enable them to
change their behaviour.

Proactive Strategies
 Ensure the promotion of an open and honest anti-bullying ethos in the academy, ensuring it remains
high profile throughout the year and is reinforced through key opportunities such as Anti-bullying
Week.
 Create an inclusive environment which promotes a culture of mutual respect, consideration and care
for others, which will be upheld by all.


All our pupils understand the academy’s approach and are clear about the part they can play to
prevent bullying, including when they should be upstanders not bystanders.



Recognise the potential for pupils with SEND to be disproportionally impacted by bullying and deploy
additional pastoral support as required.



Challenge practice and language (including ‘banter’) which does not uphold the values of respect,
inclusion, tolerance and non-discrimination.

 Personal development programme that discusses issues, such as diversity and anti-bullying
message.
 Develop personal and social skills through the promotion of friendship skills, conflict resolution and
problem-solving skills, communication skills and the exploration of moral values.
 Whole academy and form time that promote a sense of community.
 Display material in rooms/public spaces.
 Student Code of Conduct.
 Providing questions about bullying and the effectiveness of the academy’s procedures on pupil and
parent/carer surveys, analysing responses and using feedback to inform improvement, as
appropriate.
 Class discussions in subjects such as English and RS that draw out anti-bullying messages.
 Encouraging pupils to work in friendship, non-friendship and mixed gender groupings within the
classroom and in extra-curricular activities as part of everyday practice.
 Work with the wider community, external agencies and staff to prevent and tackle concerns including
all forms of prejudice-driven bullying.
 Acceptable Internet Use policy is signed by all.
 E-safety part of the KS3 curriculum to encourage positive and responsible use of technology,
especially mobile phones and social media.
 Guidance to parents/carers in relation to the use of IT and mobile phone.
 On-going staff training programme.
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 Adequate staff supervision at social times.
 Appointment and effective deployment of prefects.
 Clear and consistently apply policies for behaviour and uniform.
 Assertiveness training for pupils.
 Build and maintain self-esteem through curriculum and use of outside agencies.
 Creation of “safe spaces” for vulnerable pupils/groups.
 Celebrate success and achievements to promote and build a positive academy ethos.
 Collaborate with other local educational settings during key times of the year, for example during
transition.
Peer Support Strategies


Peer mentoring



Buddy systems



Anti-bullying ambassadors



Prefects



Outside agency work in group settings



‘Safe space’ that pupils can go to with problems/if they are feeling lonely

Reactive Strategies
Following appropriate investigation and considering the circumstances and history, any of these
strategies may be applied in line with the academy’s Behaviour Management policy:


Detention



Internal seclusion



Fixed term exclusion



Permanent exclusion



Restorative approaches



Referral for counselling



Written or verbal apology



Parent/carer interview with Head of Year and/or Senior Leader with responsibility for pastoral care
leading to parental assistance in applying support or strategies or deterrents as necessary



Referral to external agencies e.g. Social Services, Educational Psychologist, Police



Referral to external agencies e.g. CAMHS, Young Minds Matter

REPORTING BULLYING





Pupils will be regularly reminded of the importance of reporting bullying and how to do it.
All staff will be reminded to ensure an open dialogue is maintained around bullying.
Pupils who witness bullying will be encouraged to report it.
Parents and carers will be regularly reminded how to report bullying to the academy.

RESPONDING TO BULLYING
The following steps may be taken when dealing with all incidents of bullying reported to the academy:
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 If bullying is suspected or reported, the incident will be logged immediately by the member of
staff who has been approached or witnessed the concern.
 The academy will provide appropriate support for the person being bullied, making sure they are
not at risk of immediate harm and will involve them in any decision making, as appropriate.
 The Principal/Deputy Principal/Designated Safeguarding Lead (DSL) or another member of
leadership staff will interview all parties involved.
 The DSL will be informed of all bullying issues where there are safeguarding concerns.
 The academy will speak with and inform other staff members, where appropriate.
 The academy will ensure parents/carers are kept informed about the concern and action taken, as
appropriate and in line with the Safeguarding Policy and GDPR regulations.
 Sanctions, as identified within the academy Behaviour Policy, and support will be implemented in
consultation with all parties concerned:








If the member of staff is satisfied that bullying did take place, the pupil will be helped to understand
the consequences of their actions and warned that there must be no further incidents.
The member of the learning mentor team / SLT informs the pupil of the type of sanction to be used
in this instance and future sanctions if the bullying continues.
If possible, the staff member who has dealt with the incident will attempt reconciliation and will
obtain a genuine apology from the bully. This will either be face-to-face, but only with the victim’s
full consent. Discretion is used here; victims of bullying will never feel pressured into a face-toface meeting with the perpetrator.
The perpetrator is made to realise that some pupils do not appreciate the distress they are
causing, and that they should change their behaviour through a restorative approach.
Parents/carers are informed of bullying incidents and what action is being taken.
A member of SLT monitors the pupils involved over the next half-term through regular check-ins.

 If necessary, other agencies may be consulted or involved, such as the police, if a criminal offence
has been committed, or other local services including Early Help or Children’s Social Care, if a child
is felt to be at risk of significant harm.
 Where the bullying of or by pupils takes place off academy site or outside of normal academy hours
(including cyberbullying), the academy will ensure that the concern is fully investigated. If required,
the DSL will collaborate with other academies. Appropriate action will be taken, including providing
support and implementing sanctions in the academy in accordance with this policy and the academy’s
Behaviour Policy.
 A clear and precise account of bullying incidents will be recorded by the academy in accordance with
existing procedures. This will include recording appropriate details regarding decisions and action
taken. All records will he held on CPOMS.
 Most incidents will result in a restorative, problem-solving approach with each pupil given an
opportunity to talk. The discussion should remain focused on finding a solution to the problem and
stopping the behaviour recurring.
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SUPPORTING PUPILS WHO HAVE BEEN BULLIED
Pupils who have been bullied will be supported by:


Reassuring the pupil and providing continuous pastoral support.



Offering an immediate opportunity to discuss the experience with their teacher, the Designated
Safeguarding Lead, the Head of Year, a member of the pastoral team or a member of staff of
their choice.
Advising the pupil to keep a record of the bullying (including any screenshots if online) as
evidence and discuss how to respond to concerns and build resilience as appropriate.
Working towards restoring self-esteem and confidence.
Provide information regarding the steps they can take to protect themselves online. This may
include: advising not to retaliate or reply; providing advice on blocking or removing people from
their contact lists; and helping them to think carefully about what private information they may
have in the public domain.
Work with perpetrators and online service providers to prevent the incident from spreading and
assist in removing offensive or upsetting material from circulation.








Providing ongoing support; this may include: working and speaking with staff, offering formal
counselling, engaging with parents and carers.

The academy will do all it can to ensure the pupil is still able to attend and feels safe both at the
academy, and on their way to and from the academy.

PUPILS WHO HAVE PERPETRATED BULLYING
Pupils who have perpetrated bullying will be helped by:


Discussing what happened, establishing the concern and the need to change.



Informing parents/carers to help change the attitude and behaviour of the child.



Providing appropriate education and support regarding their behaviour or actions.



If online, requesting that content be removed and reporting accounts/content to service provider.



Sanctioning, in line with academy Behaviour Policy; this may include official warnings, working
outside of the classroom, removal of privileges (including online access when encountering
cyberbullying concerns), and fixed-term or permanent exclusions.
Where necessary, working with the wider community and local/national organisations to provide
further or specialist advice and guidance; this may include involvement from the Police or
referrals to Early Help, Children’s Social Services, or Young Minds Matter.



SUPPORTING ADULTS
Our academy takes measures to prevent and tackle bullying among pupils; however, it is equally
important to recognise that bullying of adults, including staff and parents, whether by pupils, parents
or other staff members, is unacceptable. Adults will be supported by the Principal or Senior
Leadership Team, and signposted to relevant external support networks or services, such as Open
Minds, police or Early Help.

13

BULLYING OUTSIDE OF THE ACADEMY
Academy staff have the power to discipline pupils for misbehaving outside of the academy premises.
This can relate to any bullying incidents occurring anywhere off the academy premises, such as on
academy or public transport, outside the local shops, or in a town or village centre.

Where bullying outside academy is reported to academy staff, it is investigated and acted on. In all
cases of misbehaviour or bullying, members of staff can only discipline the pupil on academy
premises, or elsewhere when the pupil is under the lawful control of the member of staff.
The Principal is responsible for determining whether it is appropriate to notify the police or the
whether it should be dealt with within academy of the action taken against a pupil.
If the misbehaviour could be of a criminal nature or poses a serious threat to a member of the public,
the police are always informed.

MONITORING AND EVALUATION
This policy will be reviewed annually, or as new guidance is produced. Monitoring of this policy will
involve consideration or the following information:
 any reduction in the number of incidents referred for attention
 tracking of incidents through the academy’s system (SIMS, CPOMS, MyConcern)
 analysis of sub-categories of bullying incidents in order to identify any patterns and/or trends and
to allow for bespoke interventions to be implemented to tackle the situation and to better support
and meet the needs of vulnerable groups
 monitoring of individual pupils with a view to improved circumstances
 feedback from pupils, parents/carers and staff
 monitoring of the willingness of pupils to report instances of concern
 tracking of incidents to inform future decisions on availability of network and infrastructure that
can access the internet.
The Designated Safeguarding Lead (DSL) will ensure accurate records of all incidents of bullying
are logged and will report termly to the local academy council through the Principal’s Report. Bullying
data will be analysed by the DSL who will review this policy to assess its implementation and
effectiveness and implement further strategies for improvement as required.
The local academy council will monitor incidents of bullying that do occur and review the
effectiveness of this policy and the academy’s anti-bullying strategies annually.
Linked Policies
This policy links with several academy policies, including:
Behaviour policy
Safeguarding and Child Protection policy
Acceptable Use policies
Curriculum policies, such as: RSHE, Teaching and Learning
Equal Opportunities statement
14

APPENDIX 1
The table below explores the range of ways today’s technology can be used (Childnet International)
Technology:

Great for:

Examples of misuse:

Mobile phones

Keeping in touch by voice or text,
taking and sending pictures and film,
listening to music, playing games,
going online and sending emails.
Useful in emergency situations and for
allowing children a greater sense of
independence.

Sending nasty calls or text messages, including threats,
intimidation, harassment. Taking and sharing humiliating
images. Videoing other people being harassed and sending
these to other phones or internet sites.

Instant
Messenger (IM)

Text or voice chatting live with friends
online. A quick and effective way of
keeping in touch even while working
on other things.

Sending nasty messages or content. Using someone else’s
account to forward rude or mean messages via their
contacts list.

Chatrooms and
message boards

Groups of people around the world can
text or voice chat live about common
interests. For young people, this can
be an easy way to meet new people
and explore issues which they are too
shy to talk about in person.

Sending nasty or threatening anonymous messages. Groups
of people deciding to pick on or ignore individuals. Making
friends under false pretences – people pretending to be
someone they’re not in order to get personal information that
they can misuse in a range of ways – e.g. by spreading
secrets or blackmailing.

Email

Sending electronic letters, pictures and
other files quickly and cheaply
anywhere in the world.

Sending nasty or threatening messages. Forwarding
unsuitable content including images and video clips, or
sending computer viruses. Accessing someone else’s
account, e.g. to forward personal emails or delete emails.

Webcams

Taking pictures or recording
messages. Being able to see and talk
to someone live on your computer
screen. Bringing far-off places to life or
video conferencing.

Making and sending inappropriate content. Persuading or
threatening young people to act in inappropriate ways. Using
inappropriate recordings to manipulate young people.

Social network
sites

Socialising with your friends and
making new ones within online
communities. Allowing young people
to be creative online, even publishing
online music. Personalising
homepages and profiles, creating and
uploading content.

Posting nasty comments, humiliating images / video.
Accessing another person’s account details and sending
unpleasant messages, deleting information or making
private information public. Groups of people picking on
individuals by excluding them. Creating fake profiles to
pretend to be someone else, e.g. to bully, harass or get the
person into trouble.

Video hosting
sites

Accessing useful educational,
entertaining and original creative video
content and uploading your own.

Posting embarrassing, humiliating film of someone.

Virtual Learning
Environments
(VLEs)

School site, usually available from
home and school, set up for tracking
and recording student assignments,
tests and activities, with message
boards, chat and IM.

Posting inappropriate messages or images. Hacking into
someone else’s account to post inappropriate comments or
delete schoolwork.

Gaming sites,
consoles and

Live text or voice chat during online
gaming between players across the
world, or on handheld consoles with

Name-calling, making abusive / derogatory remarks. Players
may pick on weaker or less experienced users, repeatedly
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virtual worlds

people in the same local area. Virtual
worlds let users design their own
avatars – a figure that represent them
in the virtual world.

killing their characters. Forwarding unwanted messages to
other devices in the immediate vicinity.
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APPENDIX 2
Key Safety Advice (adapted from Childnet International)
The whole school community has a part to play in ensuring cyber safety. Understanding children and young people’s
online lives and activities can help adults respond to situations appropriately and effectively. Asking children and
young people to show adults how technologies and services work is a useful strategy that can provide an important
learning opportunity and context for discussing online safety.



Key Safety Advice
For Children and Young People
Always respect others – be careful what you say
online and what images you send.



Think before you send – whatever you send can
be made public very quickly and could stay
online forever. If you won’t say it, don’t type it.



Don’t ‘friend’ or follow people in school that you
wouldn’t speak to in ‘real life’.



Don’t ‘friend’ or follow people just because your
friends are.



Treat your password like your toothbrush – keep
it to yourself. Only give your mobile number or
personal website address to trusted friends.



Block the bully – learn how to block or report
someone who is behaving badly.



Don’t retaliate or reply!



Save the evidence – learn how to keep records
of offending messages, pictures or online
conversations.



Make sure you tell: • an adult you trust, or call a
helpline like ChildLine on 0800 1111 in
confidence; • the provider of the service; check
the service provider’s website to see where to
report incidents; • your academy – your form
tutor, head of year or another member of staff
can help you.



Any photos posted online that were taken on the
academy premises should be reported to the
academy immediately.



Finally, don’t just stand there – if you see cyberbullying going on, support the victim of bullying
and report the bullying. How would you feel if no
one stood up for you?



Key Safety Advice
For Parents and Carers
Be aware, your child may as likely cyberbully as be a target of cyber-bullying. Be
alert to your child seeming upset after using
the internet or their mobile phone. This
might involve subtle comments or changes
in relationships with friends. They might be
unwilling to talk or be secretive about their
online activities and mobile phone use.



Talk with your child and understand the
ways in which he/she is using the internet
and their mobile phone.



Use the tools on the service and turn on inbuilt internet safety features.



Remind your child not to retaliate.



Remember your child should not have a
‘Facebook’ account until they are 13 years of
age.



Keep the evidence of offending emails, text
messages or online conversations.



Report cyber-bullying:
o
o
o

Contact the academy if it involves
another pupil, so that we can take
appropriate action.
Contact the service provider.
If the cyber-bullying is a potential
criminal offence, you may wish to
consider contacting the police.

APPENDIX 3
When and How to Contact the Service Provider
Mobile phones:
All UK mobile phone operators have nuisance call centres set up and / or procedures in place to deal with such
instances. They may be able to change the number of the person being bullied. Mobile operators cannot bar a
particular number from contacting a phone, but some phone handsets do have this capacity. Action can be
taken against the bully’s phone account (e.g. blocking their account) only with police involvement.
Contacts:
O2: ncb@o2.com or 08705214000.
Vodafone: 191 from a Vodafone phone or 08700700191 for Pay Monthly customers and 08700776655 for
Pay as you Go.
3: Call 333 from a 3 phone or 08707330333.
Orange: Call 450 on an Orange phone or 07973100450 for Pay as you Go, or 150 or 07973100150 for Pay
Monthly.
T-Mobile: Call 150 on a T-Mobile phone or 08454125000.
Video-hosting sites:
It is possible to get content taken down from video-hosting sites, though the content will need to be illegal or
have broken the terms of service of the site in other ways. On YouTube, perhaps the most well-known of such
sites, it is possible to report content to the site provider as inappropriate. In order to do this, you will need to
create an account (this is free) and log in, and then you will have the option to ‘flag content as inappropriate’.
The option to flag the content is under the video content itself. YouTube provides information on what is
considered inappropriate in its terms of service. See www.youtube.com/t/terms.
Social networking sites (e.g., Facebook, Instagram, Twitter):
It is good practice for social network providers to make reporting incidents of cyber-bullying easy, and thus
have clear, accessible and prominent reporting features. Many of these reporting features will be within the
profiles themselves, so they are ‘handy’ for the user. If social networking sites do receive reports about cyberbullying, they will investigate and can remove content that is illegal or breaks their terms and conditions in other
ways. They can delete the accounts of those who have broken the rules.
Facebook: once you are on the person’s page, click the “…” button. The “…” button is located at bottom right
hand corner of the cover photo. It is next to the buttons “Add Friend” and “Message”. Once you click the “…”
button, a window will pop up. On this window, find “Report” and click it.
Instagram: to report someone’s account, go to their profile and click next to their username. Select Report
user. Then click the type of account you want to report and follow the on-screen instructions. To report a post,
click below the post. Then click Report inappropriate and follow the on-screen instructions. Keep in mind that
you can also report abuse while using the Instagram app.
Twitter: navigate to the Tweet you would like to report on twitter.com or from the Twitter for IOS or Android
app.
Click or tap the icon.
Select Report.
Select It’s abusive or harmful.
Next, you’ll be asked to provide information about the issue you’re reporting.
Chatrooms, individual website owners / forums, message board hosts:
It is good practice for chat providers to have a clear and prominent reporting mechanism to enable the user to
contact the service provider. Users that abuse the service can have their account deleted. Some services may
be moderated, and the moderators will warn users posting abusive comments or take down content that breaks
their terms of use.

APPENDIX 4
Further sources of information for parents and carers
The following organisations provide support for parents/carers dealing with specific bullying issues including
the social, mental or emotional affects caused by bullying.

Specialist organisations

Anti-Bullying Alliance
Founded in 2002 by NSPCC and National Children's Bureau, the Anti-Bullying Alliance (ABA) brings together
over 100 organisations into one network to develop and share good practice across the whole range of
bullying issues.
Barnardos
Through its LGBTQ Hub, offers guidance to young people, parents and teachers on how to support LGBT
students and tackle LGBT prejudice-based bullying.
Kidscape
Charity established to prevent bullying and promote child protection providing advice for young people,
professionals and parents about different types of bullying and how to tackle it. They also offer specialist
training and support for school staff, and assertiveness training for young people.
NSPCC
National organisation providing support for children, young people and their parents.

Cyber-bullying and online safety
ChildNet International
Specialist resources for young people to raise awareness of online safety and how to protect themselves.
Digizen
Provides online safety information for schools, parents, carers and young people.
Think U Know
Resources provided by Child Exploitation and Online Protection (CEOP) for children and young people,
parents, carers and teachers.
UK Council for Child Internet Safety (UKCCIS)
Has produced a range of resources for schools, colleges and parents about how to keep children safe online,
this includes advice for schools and colleges on responding to incidents of ‘sexting.’

